
Debugging with Dynamic Slicing and Backtracking

Hiralal Agrawal

Bellcore

445 South Street

Morristown, NJ 07962{1910

Richard A. DeMillo

Eugene H. Spa�ord

Software Engineering Research Center

Purdue University

W. Lafayette, IN 47907{1398

Abstract

Programmers spend considerable time debugging code. Symbolic debuggers provide

some help but the task remains complex and di�cult. Other than breakpoints and trac-

ing, these tools provide little high-level help. Programmers must perform many tasks

manually that the tools could perform automatically, such as �nding which statements

in the program a�ect the value of an output variable for a given testcase, and what was

the value of a given variable when the control last reached a given program location. If

debugging tools provided explicit support for these tasks, the debugging process could

be automated to a signi�cant extent.

In this paper we present a debugging paradigm, based on dynamic program slicing

and execution backtracking techniques, that easily lends itself to automation. This

paradigm is based on experience with using these techniques to debug software. We

also present a prototype debugging tool, Spyder, that explicitly supports the proposed

paradigm, and with which we are performing further debugging research.

Keywords: program debugging, execution backtracking, reverse program execu-

tion, program slicing, dynamic program slicing.

1 Introduction

The importance of good debugging tools cannot be overemphasized. Average programmers

may spend considerable amounts of their program development time debugging. Several

tools are available to help them in this task [AS89, MH89], varying from hexadecimal dumps

of program state at the time of failure to window- and mouse-based interactive debuggers

using bit-mapped displays [AM86, Car86]. Most interactive debuggers provide breakpoints,

traces, and some facilities to examine the program state as their main debugging aids

[Kat79, MB79, Dun86]. Unfortunately, these traditional mechanisms are often inadequate

for the task of quickly isolating speci�c program faults.

One approach to address the above problem is to provide users more control over actions

they may take when a breakpoint or a tracepoint is reached, and to provide them with

explicit mechanisms to construct high-level abstractions by correlating the low-level events
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[OCHW91]. In this paper, we propose a di�erent approach based on a new debugging

paradigm. The importance of this paradigm lies in the fact that each step in it can be

largely automated thus removing much of the tedium from the debugging process. It also

provides a systematic approach to debugging, thus attempting to introduce an element of

science into something that otherwise has largely been considered an art.

How Does One Debug?

Given that a program has failed to produce a desired output, how does one go about �nding

where it went wrong? Other than the program source, the only important information

usually available to the programmer is the input data and the erroneous output produced by

the program. If the program is su�ciently simple, it can be analyzed manually on the given

input. For many large programs, however, such analysis is much too di�cult to perform.

One logical way to proceed in such situations would be to think backwards|deduce the

conditions under which the program produces the incorrect output [Sch71, Gou75, Luk80].

Consider, for example, the program in the main window panel of Figure 1.1 For now,

ignore the fact that some lines of the program have been highlighted. This program com-

putes the sum of the areas of N triangles. It reads the value of N , followed by the lengths

of the three sides of each of these N triangles. From these values, it classi�es each triangle

as an equilateral, isosceles, right, or a scalene triangle. Then it computes its area using an

appropriate formula. Finally, the program prints the sum of the areas. There is a bug in

the displayed program: the assignment on line 24 mistakenly computes b sqr as sides[i].b �

sides[i].c instead of sides[i].b � sides[i].b.

Suppose this program is executed for the testcase2 when N = 2 and sides of the two

triangles are (3, 3, 3) and (6, 5, 4) respectively.3 The sum of the areas of the two triangles for

this testcase is incorrectly printed as 13:90 instead of 13:82, thereby implying the presence

of a fault in the program. How should we go about locating this bug? Looking backwards

from the printf statement on line 46, we �nd there are several possibilities: sum is not

being updated properly; one (or more) of the formulas for computing the area of a triangle

is incorrect; the triangle is being classi�ed incorrectly; or the values for the three sides of

the triangle are not being read correctly.

The statement on line 43 adds area to sum, so the �rst thing we may want to do is to

examine the program state at that point. We can set a breakpoint at that line and reexecute

the program up to that statement to examine the values of variables sum and area at that

point. Suppose we �nd that the area is computed correctly during the �rst loop iteration,

but is computed incorrectly during the second iteration. To discover why, we may wish to

examine the value of class for the second triangle to determine which formula for computing

the area was used. If we discover class to be incorrect, we can examine the values of the

three sides of the triangle to check if they are being read correctly. If so, we should examine

the statements on lines 23{32 that determine the class of the triangle.

There are three distinct tasks we repeatedly performed in this analysis:

1. Determine which statements in the code had an in
uence on the value of a given

variable observed at a given location.

1The �gures are XWindow System window dumps of our prototype debugging tool, Spyder, in operation.
2A testcase consists of a speci�c set of runtime input values.
3We will refer to this testcase as the testcase #1 in later sections.
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Figure 1: Dynamic program slice with respect to area on line 43 during the second loop

iteration for the testcase #1.

2. Select one of these statements at which to examine the program state.

3. Recreate the program state at the selected statement to examine speci�c variables.

In this example, we performed the �rst two tasks ourselves by examining the code,

without any assistance from the debugger. For the third task we had to set a breakpoint

and reexecute the code until the control stopped at the breakpoint. Our debugging job

would become much easier if the debugger provided direct assistance in performing all
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Figure 2: A Debugging Paradigm

three of these tasks. With explicit support for these activities, we will more easily be able

to pursue software debugging in a systematic fashion.

We have built a prototype debugger, named Spyder, that provides the user with exactly

this assistance. The �rst task|given a variable and a program location, determining which

statements in the program a�ected the value of that variable at that location when the

program is executed for a given testcase|is referred to as dynamic program slicing [AH90,

ADS91a]. Spyder can �nd dynamic slices for us automatically. It can also restore the

program state at any desired location by backtracking the program execution without having

to reexecute the program from the beginning [ADS91b]. In this paper we discuss these two

functions, slicing and backtracking, combined in our prototype debugging tool.

Figure 2 depicts our proposed debugging paradigm. It may be thought of as a specializa-

tion of the general model of the debugging process proposed by Araki, Furukawa, and Cheng

[AFC91]. The �rst step of the paradigm after detection of a program failure is to translate

the external symptoms of the program failure into the corresponding internal symptoms

in terms of data or control problems in the program. Then one of the internal symptoms

is selected as the slicing criterion and the corresponding dynamic slice is obtained. After

examining the slice, a statement is selected at which to examine the program state, and

the program state is restored to the state when the control last reached that statement.

Examining values of some variables in the restored state may reveal the fault. Otherwise,

the user may choose to further examine the restored state, guess a new fault, or select a

new slicing criterion and repeat the cycle until the fault is localized.

In the next section we examine various notions of dynamic slices and show how Spyder
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supports them. In Section 3 we discuss the execution backtracking facility of Spyder.

Then in Section 4 we present an example debugging session with Spyder using both slicing

and backtracking facilities. In Section 5 we brie
y discuss some implementation issues.

Section 6 concludes the paper with a discussion of some of the limitations of the techniques

described here and outlining some of the lessons learned from this experience.

2 Dynamic Slicing

The concept of program slicing was �rst proposed byWeiser [Wei82, Wei84]. But the original

notion of a program slice was that of a static slice obtained irrespective of the values of

the input variables. A static program slice with respect to a given variable occurrence

evaluates the variable occurrence identically to the original program when executed for

any testcase. Weiser also presented an algorithm to compute static slices based on an

iterative solution of data-
ow equations [Wei84]. Ottenstein and Ottenstein later presented

an algorithm to �nd static program slices based on graph reachability in the program

dependence graph, but they only considered the intra-procedural case [OO84]. Horwitz,

Reps, and Binkley have proposed extending the program dependence graph representation

to what they call the \system dependence graph" to �nd interprocedural static slices using

the same graph-reachability framework [HRB90]. Bergeretti and Carr�e have also de�ned

information-
ow relations somewhat similar to data and control dependence relations, that

can be used to obtain static program slices (referred to as \partial statements" by them)

[BC85]. Several studies investigating the semantic basis of program slicing have also been

reported [RY88, CF89, Sel89, Ven91]. Uses of program slicing have been suggested in many

applications, e.g., program veri�cation, maintenance, automatic parallelization of program

execution, automatic integration of program versions, software metrics, etc. (see, e.g.,

[Wei84, BC85, HPR89, GL91, OT89, LOS86]). In this paper, we are primarily concerned

with its use in debugging.

Often during debugging, value of a variable, var, at a program statement, S, is observed

to be incorrect. A static program slice with respect to var at S identi�es the relevant

subset of the program that one should examine to determine the cause of the error. But, as

mentioned earlier, the static notion of a program slice does not make any use of the input

values that reveal the error. It is concerned with �nding statements that could a�ect the

value of a variable occurrence for any input, not statements that did a�ect its value for

a speci�c input. During debugging, programmers generally analyze the program behavior

under the testcase that revealed the error, not under a generic testcase. The concrete

testcase that exercises the bug helps them focus their attention on the \cross-section" of

the program that contains the fault.4

Korel and Laski extended the static notion of a program slice to the dynamic case that

also takes into consideration the testcase that reveals a fault [KL90]. They de�ne a dynamic

slice with respect to a variable occurrence and a testcase to be a subset of the program that

evaluates the variable occurrence identically to the original program when executed for

the given testcase. Unfortunately, the requirement that a dynamic slice be executable for

4When we say the slice contains the fault, we do not necessarily mean that the fault is textually contained

in the slice; the fault could correspond to the absence of something from the slice|a missing if statement, a

statement outside the slice that should have been inside it, etc. We can discover that something is missing
from the slice only after we have found the slice.
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the given testcase may cause many statements that do not really \a�ect" the value of the

variable occurrence in question to be included in the dynamic slice. In this sense, the extra

statements included solely for the purpose of making the dynamic slice executable may add

considerable noise to the slice. We believe that from the debugging perspective, the value

of a dynamic slice lies not in the fact that one can execute it but in the fact that it isolates

only those statements that a�ect the value of a particular variable at a particular program

location.

For example, in the program in Figure 1, each loop iteration computes the value of the

variable area. Note that the computation of area during one iteration is totally independent

of the computation performed during any other iteration. If the value of area at the end of

one iteration is found be incorrect and we obtain the dynamic slice with respect to area at

the end of that iteration, we would like only those statements to be included in the slice

that a�ected its value at the end of that iteration, not during all previous iterations. On

the other hand, if we �nd that the value of the variable sum is incorrect at the end of some

iteration, and we obtain the corresponding dynamic slice, we would not only want to see

those statements that a�ected its value during that iteration but also those that a�ected

it during all the previous iterations. This is because unlike the value of area, the value of

sum at the end of one iteration is also a�ected by computations performed during previous

iterations. Korel and Laski's de�nition of a dynamic slice fails to make the above important

distinction.

Agrawal and Horgan independently proposed another notion of a dynamic slice that

does not have the above mentioned behavior [AH90]. For example, Figure 1 shows the

dynamic slice with respect to area at the end of the second loop iteration for the testcase

#1 according to their de�nition. Note that only the statements that a�ect the area of the

second triangle are included in the slice. Korel and Laski's de�nition, on the other hand,

would have required the statements on lines 27, 36, and 37, that a�ect the area of the �rst

triangle, to also be included in that slice even though they do not in any way a�ect the area

of the second triangle.

A dynamic program slice presents a summary of the relevant computation by simply

showing the relevant statements involved. The underlying reasons, however, for selecting

those statements are not at all apparent by looking at the slice. In fact, for many large

programs, looking at the complete program slice may often be overwhelming. Thus, knowing

the analysis performed to arrive at the program slice is often crucial in determining the fault.

Our prototype tool, Spyder, not only lets us see the global view of the relevant computation

in terms of the dynamic program slice, but also lets us obtain various local views in terms

of the data and control slices, or even �ner views in terms of the reaching de�nitions and

controlling predicates. These local views enable us to \see" the rationale used in arriving

at the global view. The remainder of this section derives the notion of a dynamic program

slice in the bottom-up manner and shows how Spyder provides explicit support to make

this derivation visible. The analysis presented below is also useful in understanding the

purpose and the usefulness of the various functions provided by Spyder.

2.1 Local Analysis

A program fault usually manifests itself, directly or indirectly, in one of the following ways:
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Case 1. The value of an expression, exp, at some program location, L, is observed to be

incorrect.

Case 2. Control has incorrectly reached a location, L, it should never have reached.

Case 3. Control did not reach the desired location, L.

We now examine each of these three cases in detail.

Case 1

If the value of exp at location L is incorrect, there are two possibilities:

1.1 The function computed by exp is incorrect, e.g., exp should have been x + y instead

of x� y. If we have determined this, we have localized the fault.

1.2 The value of at least one variable, var, used in exp is incorrect, e.g., value of the

expression x + y is incorrect because the value of x is incorrect. In this case, we

must �nd the statement that last assigned a value to var, i.e., we must �nd the

dynamic reaching de�nition, R, of var at L. Note that there may be several static

reaching de�nitions of exp at L, but there is only one corresponding dynamic reaching

de�nition.5

Having found the unique reaching de�nition, R, of the erroneous variable, var, at L,

there are two further possibilities:

1.2.1 The value of the expression, exp0, computed at R, is incorrect. In this case, we

are back to Case 1 with respect to the value of exp0 computed at R.

1.2.2 R is the wrong reaching de�nition of var. If this is the case, there are four further

possibilities:

1.2.2.1 Control should not have reached R, in which case we are back to Case 2 with

respect to the location of R.

1.2.2.2 The correct de�nition of var is missing: Either there is a missing assignment

to var along the path between R and L, or one of the assignments along

this path has incorrectly assigned a value to the wrong variable. If we have

determined this, we have localized the fault.

1.2.2.3 Control correctly reached R, but it did not reach the correct de�nition, R0,

of var because it took the wrong path between R and L. In this case, we

are back to Case 3 with respect to location of R0.

1.2.2.4 R should not have been included in the program at all. In this case, as we

have discovered an extraneous assignment, we have localized the fault.

Case 2

If the control should not have reached the location L, there are two possibilities: L is

immediately enclosed by a predicate, pred, or there is no predicate enclosing L.

5If var is a composite variable, e.g., an array or a record, we �nd the reaching de�nition of the scalar

component(s) of var with the wrong value.
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2.1 L is immediately enclosed by a predicate, pred, e.g., an if-then-else or a while predicate.

Again, there are two possibilities:

2.1.1 Control should not have reached pred either. Then we are back to Case 2 with

respect to the location of pred.

2.1.2 Control should have reached pred but not L. In this case, there are two more

possibilities:

2.1.2.1 Pred evaluated incorrectly, in which case we are back to Case 1 with respect

to the value of pred.

2.1.2.2 There is a missing predicate6 along the path between pred and L. If we have

found this, we have localized the fault.

2.2 L is not enclosed by any predicate. If the control should not have reached L, it should

have been enclosed by a predicate that would have prevented the control from reaching

it. This means there is a missing predicate enclosing L. In this case again, we have

localized the fault.

Case 3

If the control did not reach the desired location L, it must be immediately enclosed by a

predicate, pred, which must have prevented the control from reaching L. There are three

possibilities in this case:

3.1 Control did not reach pred either. In this case, we are back to Case 3 with respect to

the location of pred.

3.2 Control correctly reached pred but not L. In this case, pred evaluated incorrectly, so

we are back to Case 1 with respect to the value of pred.

3.3 Pred should never have been included in the program. As we have found an extraneous

predicate in this case, we have localized the fault.

2.2 Global Analysis

For large programs, the above step by step analysis may be much too tedious to perform.

If the fault is far removed from the location where it manifests itself, it may take a long

time before we �nd the fault. Notice that in the above analysis we often need to recursively

follow one of the three Cases 1, 2, or 3. The basis situations, which imply the completion

of the inductive search, are the following:

� An assignment statement is found to compute an incorrect function.

� A predicate expression is found to compute an incorrect function.

� An assignment statement is found to assign a value to the wrong variable.

� The desired assignment to a variable is missing.

6Or a missing goto. For simplicity in analysis, we will assume that the program has no unconditional


ow-of-control operations.
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� The desired predicate expression guarding a given statement is missing.

� An extraneous assignment is found to be present in the program.

� An extraneous predicate is found to be present in the program.

The inductive steps that require the recursive applications of Cases 1, 2, or 3, are:

� We �nd the dynamic reaching de�nition of a variable at a given location.

� We �nd the predicate that immediately encloses a given location.

Sometimes, the fault localization may be expedited if, in the above analysis, we combine

many successive recursive steps into one. With this in mind, let us revisit the three cases

discussed above.

Case 1 Revisited

If the value of an expression, exp, at location L is incorrect, there are the following possi-

bilities:

� There exists an incorrect assignment, A, such that the wrong value computed by A

has propagated into the value of exp at L through a transitive closure of reaching

de�nitions.

� An assignment whose computation should have propagated into the value of exp at L

never got executed.

� An assignment whose computation should have propagated into the value of exp at L

is missing from the program.

� An assignment whose computation did propagate into the value of exp at L should

never have been included in the program.

� An assignment whose computation propagates into the value of exp at L got executed

an incorrect number of times (more or less than necessary).

Case 2 Revisited

If the control incorrectly reached a location, L, then there are two possibilities:

� One of the predicates enclosing the given location has evaluated incorrectly.

� There is a missing predicate enclosing the given location (not necessarily enclosing it

immediately; it may be missing at an \outer" nesting level).

Case 3 Revisited

If the control did not reach a given location, L, there are again two possibilities:

� One of the several predicates enclosing L must have evaluated incorrectly.

� One of the predicates enclosing L should never have been included in the program.
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Dynamic Data Slice

In Case 1 of the global analysis, we need to �nd all assignments whose computations have

propagated into the current value of exp. This can be done by taking the transitive closure

of the dynamic reaching de�nitions of the variables used in exp at the given location. We

call the set of all assignments that belong to this closure the dynamic data slice with respect

to the given expression, location, and the testcase. If we know that the current value of exp

is incorrect, then by examining its dynamic data slice, we can �nd if a relevant assignment is

missing from the program, or if one of the assignments in it computes an incorrect function.

Similarly, by examining the dynamic data slice, we can also check if one of the assignments

that should not be present in the slice is present there, and vice versa. If it is the former

case (missing or incorrect assignment), we have localized the fault. If it is the latter case

(wrong assignment reached or the correct assignment not reached), we are one step closer

to �nding the fault: We should continue our search using Cases 2 or 3 of the global analysis

with respect to the new location.

If, on the other hand, examining the data slice does not suggest any of these two cases, it

indicates that the error must have been caused because an assignment in the data slice was

executed an incorrect number of times. That is, the fault lies with the execution frequency

of an assignment, not with the assignment itself. This means one of the loop predicates

enclosing assignments in the data slice must be faulty. We must resort to the local analysis

described above to localize such faults.

Figure 3 shows the dynamic data slice with respect to sum at line 46 for the testcase #1.

Note that the assignment on line 35 that computes the area of a right triangle is included

in the data slice even though neither of the two triangles in this testcase are right triangles.

This suggests that we should pursue Case 2 with respect to line 35.

Dynamic Control Slice

In Cases 2 and 3 of the global analysis, we need to �nd all predicates that enclose a given

location. This can be done by taking the transitive closure of the enclosing predicates

starting with the given location. We call the set of all predicates that belong to this closure

the dynamic control slice with respect to the given location. If we know that the control

has incorrectly reached a given location, we can examine the control slice and check if a

relevant predicate is missing, or if one of the predicates has evaluated incorrectly. In the

former case, we have localized the fault. In the latter case, we are again one step closer

to �nding the fault: The predicate that evaluated incorrectly either computes an incorrect

function, or one of the arguments to the function has a wrong value. In the former case, we

have found the fault; in the latter case we continue our search using Case 1 of the global

analysis with respect to the incorrect argument.

For example, consider again the program in Figure 3. When it is executed for the

testcase #1, we �nd that during the second loop iteration, the control incorrectly reaches

the statement on line 35. The corresponding control slice contains the two predicates on

lines 22 and 34. Examining the slice reveals that the statement is incorrectly reached

because the second predicate above evaluates incorrectly: It evaluates to true instead of

false because the value of class examined by the predicate is incorrect at that instance. This

suggests that we pursue Case 1 with respect to class on line 34.
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Figure 3: Dynamic data slice with respect to sum on line 46 for the testcase #1.

Dynamic Program Slice

Note that during the global analysis discussed above, we keep alternating between the data

and control slices until we have localized a fault. Oftentimes, a fault manifests itself several

levels of indirection away from the fault itself. In such situations it may be possible to

localize the fault more quickly if we knew the \sum" of all the relevant data and control

slices. That will give us the set of all statements, assignments as well as predicates, that

have any e�ect on the variable and/or the location in question. If we �nd that the value of
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an expression at some location is incorrect, we �rst �nd its dynamic data slice. Then for

each assignment in the data slice we �nd its dynamic control slice. Next, for each predicate

in the control slice we �nd its dynamic data slice, and so on, until we reach the situation

when no new statements can be added to this set. We call the set of statements so obtained

the dynamic program slice with respect to the given expression at the given location for

the given testcase. Similarly, if we �nd that the control has incorrectly reached a given

location or if it did not reach the desired location, we repeat the above analysis but this

time starting with the control slice of the relevant location. We call the resulting set the

dynamic program slice with respect to the given location.

Thus a dynamic program slice is the closure of all the data and control slices with respect

to all expressions and locations in its constituent dynamic data and control slices. Figure 1,

as mentioned earlier, shows the dynamic program slice with respect to area at line 43

when the execution is stopped there during the second loop iteration for the testcase #1.

Note that the erroneous assignment on line 24 is included in the slice. Also note that the

assignment on line 37 that computes the area of the �rst triangle is not included in the

slice because the computation of area during one loop iteration does not a�ect that during

another iteration in this case. If, however, we obtained the dynamic program slice with

respect to sum on line 46, both assignments on lines 35 and 37 will be included in the slice

because computation of area during each iteration a�ects the �nal value of sum.

The above discussion suggests that, depending on the size and complexity of the pro-

gram, and on the extent to which the person debugging the program is familiar with the

program code, sometimes it may be more e�cient to perform the local step-by-step anal-

ysis, while at other times examining the data, control, or the program slice may expedite

the fault localization. Spyder provides mechanisms to allow both local as well as global

dynamic analysis to be performed.

After a program is written, it is usually run against several input data sets designed to

test speci�c aspects of the program behavior. If the program works correctly on one testcase

but fails on another, it may be helpful to analyze the program behavior under both these

testcases. The inclusion or exclusion of a statement in dynamic slices with respect to the

two testcases may provide valuable debugging clues. The same idea may be generalized to

examining the dynamic program behavior under several testcases. Spyder allows the user

to save several testcases and select any testcase for the dynamic analysis at any time. We are

currently building another experimental version of Spyder that also supports facilities to

show the di�erences in dynamic slices with respect to two or more testcases. This version

also provides support for the dynamic analogue of the static program dicing technique

proposed in [LW87]. A dynamic program slice uses the fact that the value of a variable at

a given program location is incorrect under a testcase to narrow down the search for the

fault. It does not, however, use the information that the value of another variable at the

same location may be correct for the same testcase. A dynamic program dice attempts

to further narrow the search for the fault by removing the statements that belong to the

dynamic slice with respect to the correct variable from those that belong to the dynamic

slice with respect to the incorrect variable. Our experimental version also provides facilities

to save the currently displayed slice, obtain another slice and perform operations such as

di�erence and intersection with the saved slice. The results of these operations are then

displayed and used as an aid in narrowing the search for program faults. Thus, in e�ect,

we give the user the ability to obtain dynamic program dices (and more). The interested
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reader is referred to [Agr91] and [PS92] for details of the above and some other extensions

of the program dicing approach.

3 Execution Backtracking

As mentioned earlier in Section 1, once we have obtained a dynamic slice with respect to an

erroneous variable and/or location, we are either able to identify the fault, or we choose one

or more statements in the slice at which to examine the program state. In the latter case,

if we were debugging using a conventional debugger, we would need to set a breakpoint at

the selected statement and reexecute the program from the beginning. When the execution

is suspended at the breakpoint, the program state there can be examined. After examining

some variable values, we may discover that the error occurred at an earlier location. We

may then decide to set another breakpoint at an earlier statement and restart program

execution. We may need to repeat this process of setting breakpoints in backward order

and reexecuting the program several times before we are able to localize the fault. For large

programs such repeated program execution may be very cumbersome.

Spyder provides an execution backtracking facility with which the program state can

be restored to an earlier location without having to reexecute the entire program. Just as

the forward program execution is suspended whenever a breakpoint is encountered, Spyder

can \execute" the program in the reverse direction and continue executing backwards until

a breakpoint is reached. This way, when stopped at a breakpoint, if we wish to examine

the program state at some earlier location, we simply need to set another breakpoint there

and execute backwards. When the backward execution stops at that breakpoint, Spyder

will have restored the program state to whatever it was when the execution last reached

that point during the forward execution.

For example, consider again the program in Figure 4 and the testcase #1. If the program

execution is stopped at line 46, and we discover that the value of sum is incorrect there,

we may set a breakpoint on line 43 and start the backward execution. As the loop was

iterated twice for this testcase, the second iteration will be reached �rst during the backward

execution. When this execution stops at line 43, the program state will be exactly the same

as if the execution had stopped there during the forward execution. If we examine the value

of sum there, we will get its value just before the last assignment was executed as shown in

the �gure. Notice the value of sum before and after the \backup" command, as displayed

in the bottom (output) window. If we �nd this previous value of sum to be correct, we may

conclude that it is the current value of area that is incorrect. If we wanted to backup to

the same location during the previous iteration, we simply need to continue our backward

execution from there on. As no other breakpoint is encountered during the same iteration,

the backward execution is again suspended when it reaches the breakpoint at line 43 during

the previous iteration.

Most debuggers provide facilities to let the user step forward through the program ex-

ecution one line at a time. But during debugging, as mentioned earlier, we often \think

backwards" from the location where a fault is manifested, so it would be helpful if the

debugger also lets the user step-back through the program execution, statement by state-

ment. Spyder also provides such a back-stepping facility. When execution is stopped

at a breakpoint, issuing the step-back command undoes the e�ect of the last statement
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Figure 4: Tool screen after backtracking from line 46 to line 43

executed.7

Execution backtracking is easily implemented if the tool already has mechanisms to

support dynamic slicing. While recording the execution path of the program to enable

the dynamic slicing (we will discuss this in Section 5), Spyder also records the previous

values of variables modi�ed by each statement. Then, backtracking over a statement simply

requires restoring the previously saved values of the variables modi�ed by that statement.

7
Spyder indicates the next statement to be executed by an arrow in the left margin of the code window.

See, e.g., Figure 4.
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Spyder, however, currently does not support restoration of activation records of completed

procedure calls. Thus it does not allow backtracking into a procedure from outside it. This,

however, may not be a serious problem as one can backtrack completely over a procedure

call and then forward execute into it up to the desired location.

The above execution backtracking approach is similar to the execution replay facility in

Exdams, an interactive debugging tool for Fortran developed in the late 1960s [Bal69]. In

that system, �rst, the complete history tape of the program being debugged under a testcase

is saved. Then, the program is \executed" through a \playback" of this tape. At any point,

the program execution can be backtracked to an earlier location using the information saved

on the history tape. Under this approach, however, when the control is stopped at some

program location it is not possible to change values of variables before executing forward

again because Exdams simply replays the program behavior recorded earlier.

Miller and Choi's Ppd also performs 
ow-back analysis like Exdams but it uses a notion

of incremental tracing [MC88]. Under that approach, instead of saving the values of changed

variables at the statement level, they are saved only at the start and end of the program

segments called emulation blocks. Then, during debugging, �ner traces of execution within

the emulation blocks are obtained, on demand, by reexecuting the corresponding blocks

using the values of the variables saved at the start of the blocks. This approach implicitly

assumes that the memory location referenced by an l-valued expressions does not change

during program execution within a block. But in the presence of pointer variables and

dynamic memory allocations, the above assumption may not hold true. Thus, this approach

may not work well in such situations.

Wilson and Moher's demonic memory approach also involves hierarchical checkpointing

to allow regeneration of program history at multiple levels of resolution [WM89]. But unlike

Miller and Choi's approach that relies on static analysis to determine which variables may

be changed during execution, their approach relies on dynamic detection of changes to

the process memory. Thus, it is also be able to handle pointers and dynamic memory

allocations, like our approach. It is not clear, however, if it would be suitable in the context

of the �ne grained backtracking required to support features like the reverse single stepping

facility mentioned above.

Alternatively, it is also possible to use the structured backtracking approach described in

[ADS91b]. This approach provides the user with almost the same capabilities but requires

much less storage. Additionally, the storage requirements may be bounded at compile time

in most cases. If we were using structured backtracking in our example above, we would

not have been able to backtrack from the second iteration of the loop to the �rst. Rather,

we would have had to backtrack to the beginning of the loop itself and execute forwards

up to the given statement. This may also be implemented in a manner transparent to the

user.

Other approaches to backtracking have also been proposed in di�erent contexts. Zelkowitz

incorporated a backtracking facility within the programming language PL/1 by adding a

Retrace statement to the language [Zel71]. That approach, however, does not provide

an interactive control over backtracking during debugging. Interlisp [Tei78] and the Cor-

nell Program Synthesizer [TR81] also provide facilities to undo operations. These systems

maintain a �xed-length history of side-e�ects caused by operations. As new events occur,

the existing events on the list are aged, with oldest events \forgotten." Thus backtracking

to locations arbitrarily far back in the execution may not be possible with these systems.
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Igor [FB88] and Cope [ACS84] also provide execution backtracking by performing peri-

odic checkpointing of memory pages and �le blocks, respectively, modi�ed during program

execution. This approach, while suitable for undoing e�ects of complete programs, may be

ine�cient to support statement-level backtracking.

4 An Example Debugging Session with Spyder

Let us illustrate the usage of Spyder as well as the proposed paradigm by presenting a

small debugging session. We will again use the program in Figure 4 and the testcase #1

(N = 2, and the sides of the two triangles being (3, 3, 3) and (6, 5, 4), respectively) from

our discussion above. When the program is executed for this testcase, the �nal value of sum

is printed as 13.9 instead of the correct value, 13.82 (the area of the �rst triangle being 3.9

and that of the second being 9.92).

We �rst enable exact dynamic analysis by clicking on the toggle button labeled exact

dynamic analysis.8 We then set a breakpoint on line 46 and run the program for the above

testcase. When the execution stops at the breakpoint,9 we select the variable sum using

the mouse and print its value by clicking on the print button. The incorrect value, 13.9, is

printed.

We then click on the reaching defs button to �nd the last de�nition of sum and �nd that

the assignment on line 43 last assigned a value to sum. We set another breakpoint on that

line and click on the backup button to restore program state to what it was just before the

assignment on that line was last executed. We then print the value of sum at that location,

and �nd that its correct value at that point, 3.9, is printed.

Thus far, sum contains only the area computed during the previous iteration. This

implies that area was correctly computed for the �rst triangle and that it must be wrong for

the second triangle. We print the current value of area and �nd that it is indeed incorrect|

10.0 instead of 9.92. We next click on the program slice button to obtain the dynamic

program slice for the current value of area, as shown in Figure 4. To our surprise, we �nd

that the assignment on line 35 that computes the area of a right triangle belongs to the

slice instead of that on line 40 that computes the area of a scalene triangle. We also �nd

that the assignment on line 31 that assigns right to class is in the slice.

To check if the values of the sides of the triangle are being read correctly, we print sides[i]

and �nd that the current values of the three sides of the triangle are indeed correct|(6, 5,

4). Looking at the program slice, we notice that the if statement on line 30 determines if the

triangle is a right triangle, and if so, it sets the value of class accordingly. Therefore, we set

another breakpoint at line 30 and further backup execution to that point. We next print the

values of a sqr, b sqr, and c sqr, and �nd that the value of b sqr is printed incorrectly|20

instead of 25. Next, examining the data slice of b sqr reveals the error on line 24.

8
Spyder also provides support to obtain static and approximate dynamic slices. The approximate dy-

namic slices are are computationally less expensive to obtain compared to the exact dynamic slices, but they

may also contain extraneous statements that do not really a�ect the value of the variable in question. The

interested reader is referred to [AH90, Agr91] for a detailed discussion on various approaches to computing
exact as well as approximate dynamic slices and the relative trade-o�s involved.

9Represented by the little stop sign. See, e.g., Figure 4.
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Figure 5: A high-level view of the structure of Spyder

5 Implementation

Spyder is built into versions of the GNU C compiler Gcc [Sta90] and the GNU source-

level debugger Gdb [Sta89]. As our intent was not to write a production-quality tool but to

demonstrate the feasibility and the usefulness of the above facilities, we decided to modify an

existing compiler and a debugger rather than write a new system. We chose the GNU tools

because of their easy availability and their ability to run on di�erent hardware platforms.

Although this choice has led to some problems (see Section 6.2), it has allowed us to rapidly

develop a prototype and experiment with the techniques described earlier. Figure 5 gives a

high-level view of the structure of Spyder and shows how the modi�ed Gnu tools �t into

it. In the next two subsections we brie
y discuss the changes we made to these tools and

how the changes help Spyder provide its functions.

5.1 Modi�cations to the Compiler

We modi�ed Gcc to produce the program dependence graph along with the object code

of the given program. This simply required making changes to the parser. The modi�ed

parser, apart from its normal functions, also builds the control 
ow graph of the program

in a syntax-directed manner. Each node in the graph is also annotated with its use and

def sets in terms of the l-valued expressions used and de�ned, respectively, by the node.

These expressions are later used by the debugger to determine the actual memory cells

used and de�ned by the corresponding node during execution (see the next subsection).

After the parsing is complete, the 
ow graph is traversed to compute the data and con-

trol dependencies among its nodes, and two more sets of edges belonging to the data and

control dependence graphs, respectively, are created. The three graphs|
ow graph, data

dependence graph, and the control dependence graph|share the same nodes but have their

own edges. The aggregate graph consisting of these three graphs is then written out to

a �le. It is later read and used by the debugger to determine static slices. The reader is

referred to [FOW87, Agr91] for details of the algorithms used to compute the data and

control dependencies.
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5.2 Modi�cations to the Debugger

Gdb was modi�ed to read the aggregate graph consisting of the 
ow, control, and data

dependence subgraphs, produced by the modi�ed Gcc. Code was added to traverse the

aggregate graph to �nd the static reaching de�nitions, and the static data, control, and the

program slices.

To support dynamic slicing and execution backtracking, Gdb was also modi�ed to record

the execution history of the program as it executes. The execution history consists of a list

of nodes in the aggregate graph appended in the order in which they are visited during

the program execution. Each entry in the list also constitutes a node in the dynamic

dependence graph. Each node is annotated with its dynamic use and def sets. The two

sets are saved in terms of memory cells, which are <start-address, length> tuples, used and

de�ned, respectively, by each node. The start addresses of the memory cells are obtained

by evaluating the addresses of the l-valued expressions that constitute the use and def sets

of the node. The l-valued expressions, as mentioned earlier, are determined by the compiler

during parsing and made available to the debugger in the form of annotations to the nodes

in the program dependence graph. The lengths of the memory cells are easily determined

from the types of the expressions. To enable execution backtracking, the debugger also

reads the contents of the def memory cells of each node and saves them along with the

node in the dynamic dependence graph.

The modi�ed Gdb captures the above information by setting numerous \transparent"

breakpoints in the program that the user does not see. It associates callback functions with

each of these transparent breakpoints to perform all the work of recording execution history,

determining the starting memory addresses of the use and def memory cells, and saving

the contents of the def memory cells. Gdb provides a facility that lets one to associate a

callback list of debug commands with a breakpoint. We extended this facility so in addition

to the debug commands arbitrary functions may be included in the callback list. During the

program execution, whenever a transparent breakpoint is reached, execution is interrupted

and the control is transferred to the debugger. The debugger then invokes all the callback

functions associated with that breakpoint that in turn update the execution history, record

the memory cells used and de�ned by the node, and save the contents of the def memory

cells. After all the callback functions associated with the transparent breakpoint have been

performed, the program execution is resumed.

Whenever the program execution normally stops, e.g., when a user-de�ned breakpoint

(as opposed to a transparent breakpoint mentioned above) is reached, the dynamic data and

control dependence edges of all nodes added to the execution history since the last normal

stop are determined and added to the dynamic dependence graph. The updated dynamic

dependence graph may then be traversed to �nd the dynamic reaching de�nitions and the

dynamic data, control, and program slices. The reader is referred to [ADS91a, Agr91] for

details of the algorithms used to compute the data and control dependencies.

One of the main bene�ts of making the use and def sets consist of memory cells, or

<start-address, length> tuples, is that it enables us to perform precise analysis even in the

presence of pointers and dynamic memory allocations. It is their presence in a program

that makes interstatement dependencies hard to visualize by the manual examination of

the program text. The main di�culty with static analysis in the presence of an indirect

reference through a pointer is that the memory location referenced by such an expression

may vary during the course of the program execution, unlike the memory location referenced
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Figure 6: Dynamic slice with respect to a[j] on line 29.

by a scalar variable that is �xed. The di�culty is compounded if the language used is not

strongly-typed and permits integer arithmetic over pointer variables, as in the programming

language C. In this case, if we analyze the program statically, we are forced to make the most

conservative assumption|an indirect assignment through a pointer can potentially de�ne

any variable. The outcome of this assumption is that static slices of programs involving

pointers tend to be very large; in many instances they include the whole programs. On

the other hand, our approach of de�ning the dynamic use and def sets in terms of <start-

address, length> tuples, or memory cells, enables us to perform precise dynamic analysis

even in the presence of unconstrained pointers. All the usual problems associated with

static analysis in the presence of pointers, e.g., detection of aliases, are automatically taken

care of by this approach because there is no ambiguity in determining if two memory cells

overlap.

For example, consider the simple program in Figure 6. It initializes all elements of an

array a and then prompts the user for values of i, j, and k. It increments the ith, jth and

kth elements of the array and prints out the new values of these elements. P, q, and r are

pointer variables that point to the ith, jth and the kth elements of the array a, respectively.

Consider the testcase when this program is executed with input values (i = 1; j = 3; k = 3).

Figure 6 also shows the dynamic slice with respect to a[j] on line 29 for this testcase. Of

the three indirect assignments on lines 25{27 the last two are included in the dynamic slice

because values of j and k are the same for this testcase, making q and r aliases to the same

array element a[3]. The corresponding static slice contains the entire program.

Figure 7 shows a variant of the above program where a loop is used to initialize the
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Figure 7: Dynamic slice with respect to k on line 27.

array instead of having a separate assignment for each array element. If we execute this

program for the same testcase (i = 1; j = 3; k = 3), we get the following output: a[1] =

2; a[3] = 4; a[10] = 0. Instead of printing the value of a[3] it prints that of a[10]. This

implies that the value of k somehow got corrupted during the program execution. If we

obtained the dynamic slice of k on line 27, we would expect only line 8 to be in the slice as

that is the only place in the program where k is modi�ed. Instead, we �nd that the loop

on lines 10{17 is included in the dynamic slice, as shown in Figure 7. This suggests that

the variable k was clobbered during the execution of the loop. Further examination reveals

that the fault indeed lies with the loop predicate|it iterates ten times when the array is

declared to be only eight elements long. Alternatively, it implies that the fault lies in the

array declaration|it is declared to be eight elements long instead of ten. Figure 8 shows the

memory allocation made by the compiler for all variables along with their contents at the

end of the program execution for the above testcase.10 Note that the memory location that

corresponds to k indeed overlaps with that of a[9]! The precise dynamic analysis enabled

by our approach is invaluable in revealing such subtle faults.

The above approach also enables precise interprocedural dynamic slices to be obtained.

Consider, for example, the program in Figure 9. It is the same program as that in Figure 1

except that the segment of code that determines the class of a triangle has been moved

into a procedure called �nd class. The same �gure also shows the dynamic program slice

with respect to area on line 53 during the second loop iteration in the main program for

the testcase: N = 2 and the sides of the two triangles being (3, 3, 3) and (6, 5, 4). Our

10Memory allocation will vary from compiler to compiler.
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Figure 8: Storage layout of the program in Figure 7 at the end of the program execution

for the testcase (i = 1; j = 3; k = 3).

approach of resolving def and use sets of statements in terms of memory cells implies that

there is no need to determine which global variables are referenced inside a procedure, or

which parameters may be aliases to each other or to global variables, nor do we need to

eliminate name con
icts among variables in di�erent procedures.

The same approach also enables us to easily implement execution backtracking. While

recording the use and def memory cells of nodes in the execution history during the forward

execution, as mentioned earlier, the previous contents of def cells are also saved before they

are modi�ed. To backtrack execution, the saved contents of the def cells are restored

into the corresponding memory locations while traversing the execution history backwards.

The addresses of the memory locations to be restored are obtained from the corresponding

memory cells. The backwards traversal and restoration of saved values continues until a

user-de�ned breakpoint is encountered or the beginning of the execution history is reached.

In the former case, the execution history is truncated at the breakpoint location; in the

latter case, it is reinitialized to being empty.

Note that segments of the execution history may correspond to execution inside pro-

cedures. Def sets of nodes in these segments may contain memory cells that belonged to

the activation records of old procedure calls that are no longer accessible. Contents of such

memory cells are not restored during backtracking because, as mentioned earlier, Spyder

currently does not support backtracking into a procedure from outside it. For example, in

the program in Figure 9, Spyder will not allow backtracking from the statement on line 44

to that on line 17. One may, however, backtrack from line 44 to line 42 over the procedure
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Figure 9: Interprocedural dynamic program slice with respect to area on line 53 during the

second loop iteration.

call on line 43, and then resume the forward execution into the procedure call up to any

statement there.

The last major change that was made to Gdb was to provide it a window- and mouse-

based user interface so slices could be displayed by highlighting the corresponding source

lines. We also added hooks into the system so the traditional debugging functions supported

by Spyder, such as setting breakpoints, could be performed by simply selecting appropriate

text in the source window using the mouse and clicking on appropriate command buttons.
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As our intention was simply to show how slicing and backtracking can be usefully combined

with standard debugging functions like breakpoints, single-stepping, examining values, etc.,

we only included these most common debugging functions in our windowed interface rather

than provide hooks for every function that Gdb supports. The interface was written using

the Athena widget set and the Xt toolkit of the X Window System, Version 11, Release 4.

6 Concluding Remarks

Debugging is a complex and di�cult activity. The person debugging a program must

determine the cause and the location of the program failure. The failure may be manifested

far from the fault itself|both textually (in terms of the source lines) and temporally (in

terms of the execution time). Providing facilities that increase the ability of the programmer

to identify the location or the nature of the fault involved leads to more e�cient debugging.

In this paper, we have presented a debugging paradigm and a prototype tool that attempts

to provide precisely these facilities. Our experience with both the paradigm and the tool so

far has convinced us that they are quite useful, and when applied properly they can result

in signi�cant savings in debugging time. They are, however, no panacea. They only provide

useful mechanisms; it is up to the user to employ them e�ectively. We conclude this paper

with a discussion on some of the limitations of these techniques and outlining some of the

lessons learned from this experience.

6.1 Limitations of the Paradigm

We mentioned at the beginning of this paper that a fault manifests itself, directly or indi-

rectly, in terms of a data or a control discrepancy. While this is true, it requires that the

programmer translate the externally visible symptoms of the fault into an internal program

symptom in terms of a data or a control problem before the techniques described here may

be used. This translation may not always be an easy one to make. For example, if the

external symptom is that some value in the program output is incorrect, the correspond-

ing internal symptom|the value of a variable or an expression being incorrect at a print

statement|may be easily determined. But if the external symptom is more complex, e.g.,

a missing value in a list, the programmer may �rst have to use the traditional debugging fa-

cilities to �nd the corresponding internal symptom, and only then the techniques described

here may be used.

Also, slices do not make dependences among multiple occurrences of the same statement

explicit. For example, if a statement inside a loop body is included in a slice and the value

it computes during one iteration depends on the value it computes during the previous

iteration, this dependence is not made explicit in the slice as both occurrences are grouped

together while displaying the slice. Spyder, nevertheless, attempts to partially overcome

this problem by providing the local analysis facilities described earlier.

Execution backtracking also has its limitations. Backtracking over a statement requires

that all side-a�ects of executing the statement be undone. But any system can at most undo

things that are within its control. If executing a statement has e�ects outside the boundaries

of the program, e.g., into the operating system, then the outside agents a�ected must

cooperate with the debugging tool to enable execution backtracking. In other situations,

when executing a statement may have e�ects outside the controlling environment, it may
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not be feasible to undo them. In such situations one may have to either accept \partial"

backtracking, or resort to reexecuting the program from the beginning.

The programmer using these techniques must be aware of these limitations. The lim-

itations are not restrictive enough so as to preclude the use of these techniques. On the

contrary, our experience has shown that despite these limitations, our techniques are ex-

tremely useful in quickly isolating program faults.

6.2 Limitations of the Current Implementation

As we mentioned before, we built our prototype tool on top of an existing compiler and

a debugger. While this choice enabled us to quickly build a working system using which

we could experiment with the proposed techniques and gain more insight into their use-

fulness, it also introduced some limitations on what could or could not be supported. For

example, in Gdb, and any other debugger that we know of, one cannot associate break-

points with expressions or statements; one can only associate them with source lines. As

we use transparent breakpoints to capture all the information required for dynamic slicing

and backtracking, the above limitation requires that there be a one-to-one correspondence

between the smallest syntactic units used in slicing and backtracking|assignments and

predicates|and source lines. Thus, the current implementation requires that no source line

contains more than one assignment, and that predicates and assignments appear on di�er-

ent lines. It is, however, easy to provide a preprocessor that converts a program into the

\canonical" form acceptable to the tool. Another limitation of the current implementation,

as mentioned earlier, is that it does not permit backtracking into a procedure from outside

it.

It may be noted that these limitations are of the current implementation, and not

those of the techniques themselves. They arose largely because both the compiler and the

debugger were not originally written to support these techniques. They would not arise if

we implemented them in the context of an interpreter, or if we wrote our own compiler and

the debugger.

6.3 Lessons Learned from the Implementation

As mentioned earlier, we used the GNU tools, Gcc and Gdb, to implement our prototype

tool. One question we were faced with at the beginning of our implementation e�ort was

whether to modify the compiler, Gcc, to produce instrumented code that gathers runtime

information necessary for dynamic slicing and backtracking, or to have the debugger, Gdb,

probe the program execution to collect the same information. Both approaches have their

advantages and disadvantages. We decided to use the latter approach because we believed

it would be easier to implement and experiment with.

One bene�t of using our approach is that delaying the instrumentation of probes until

the debugging time makes it possible to interactively control which parts of the program to

instrument and when to instrument them. With this approach it is also possible to start

without any instrumentation and use the static slicing techniques to narrow the search to

the extent possible to a relatively smaller region of the program. Then we can successively

increase the program instrumentation to use approximate and exact dynamic slicing tech-

niques but on successively smaller and smaller program regions. This way, we need not

pay the cost associated with instrumentation all the time. Also, once we have debugged
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a particular region|a procedure, a module, or some other program segment|it may be

possible to instruct the debugger to \uninstrument" that region. The alternative approach,

on the other hand, would require having to pay the cost of instrumentation for the entire

program execution, or require repeated recompilations of the program with less and less

instrumentation.

One consequence of our decision to let the debugger perform all the instrumentation

and collect necessary runtime information was that a great deal of time is spent by the

system in context switching between the debugee and the debugger processes. As processes

are heavyweight processes in Unix, and as a context switch from one process to another is

a costly operation there, we can notice a signi�cant slow-down in the program execution in

long-running programs because of the constant context switching. But in other systems that

provide lightweight processes and fast context switches, the overhead should be substantially

smaller. We may also use the approach discussed in the paragraph above to restrict the

context switching to small regions of the program.

Another promising approach to reduce the context switching overhead is to have the

debugger \patch" the object code of the debugging process with instructions that do the

necessary logging of the information required [Kra91, DKM91]. It is possible that this

approach, combined with the use of lightweight \thread" processes, might support a very

fast debugger for single-threaded programs. We intend to examine this and other alternative

approaches mentioned above, and run experiments to quantify and compare their relative

overheads.
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